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Copyright Permissions

This webinar may contain video clips or other copyrighted material, the use of which has not always 

been specifically authorized by the copyright owner. The presentations for these webinars are created 

for non‐profit educational purposes and constitute “fair use” in accordance with Title 17 U.S.C. Section 

107.

The webinar materials provided herein are proprietary in nature and contains sensitive information 

that is “FOR OFFICIAL USE ONLY”. Dissemination, distribution or photocopying of these materials is 

strictly prohibited without the express written consent of the National Criminal Justice Training Center 

of Fox Valley Technical College and the funding agency.

No video, audio or photo memorialization is allowed during this webinar for any reason. Anyone 

engaging in the recording or memorialization of the presentation materials will be requested to 

delete/destroy photos or recordings and may be dismissed from the webinar.



No Representations or Warranty

This webinar is designed to provide you with information, tools, and skills that you can apply in your 
work, not all of which may be applicable in your particular jurisdiction. Laws vary from one jurisdiction 
to another and are constantly evolving, as is technology.

Any electronic materials provided herein are not intended to be all‐inclusive or exhaustive. The use of 
specific investigative methodologies, hardware devices, software tools, website references, etc. 
demonstrated in the training is not an endorsement by the National Criminal Justice Training Center of 
Fox Valley Technical College, the funding agency nor a guarantee that their use is appropriate in all 
circumstances.

Always check with your supervisors and prosecutor’s office and always follow your agency’s p
olicy and guidance. Software and other material may be subject to copyright protection and may 
require licensing or permission before use.



Zoom Webinar Technical Overview

Enter your questions into the Q&A box. 

Watch the Chat for messages from the webinar organizers. 

Click to view subtitles or a real-time transcript of the webinar.



Post-Webinar Information

• A recording of this webinar will be available in 
the coming weeks at www.NCJTC.org. 

• Please complete the brief evaluation at the 
conclusion of this webinar. 

• A certificate of attendance will be sent to 
attendees within 2 weeks. 

http://www.ncjtc.org/
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Learning Objectives

✓ Students will be able to identify the types of data that is 
available from connected cars.

✓ Learn the difference between network connected cars and 
vehicle forensics options.

✓ Students will be able to query certain vehicles to determine 
their connection status to various service providers.

✓ Be able to draft legal process for the extraction of vehicle 
specific data.

✓ Students will learn resources and tools that can assist 
them in their investigations that involve vehicle data.



Where do I get vehicle data from?



Internet of Things (IoT)



Just like the devices on the previous slide are all 
connected to the internet, so are vehicles….



Internet of Things



Six Main Sources of 
Data From Vehicles 

Are Possible



Connected Vehicle Services



Third Party Vehicle Data



Cellular and Wi-Fi Capable Vehicles



Vehicle Event Data Recorder (Black Box)



Vehicle Digital Forensics (Infotainment System)



Vehicle Video Recording Systems / Devices



Connected Vehicle Services



IoT and In-Vehicle Services

• What allows in-vehicle services to 
work when you push the button? 

• What does this offer you from an 
investigative perspective?

• How do we get data from these 
services? 



AcuraLink

2019 & newer

https://mygarage.honda.com/s/acuralink-marketing



ALFA Connect

https://www.volvocars.com/us/own/connected-car

2018 & newer



Audi Connect

https://www.audiusa.com/us/web/en/inside-audi/innovation/audi-
connect.html

2016 & newer



BMW Connected Drive

https://www.bmwusa.com/explore/connecteddrive.html

2016 & newer



FordPass

https://www.ford.com/support/how-tos/fordpass/fordpass-
connect/fordpass-connect-overview/

2018 & newer



HondaLink

https://mygarage.honda.com/s/hondalink-product-compatibility

2017 & newer



Hyundai BlueLink

https://owners.hyundaiusa.com/us/en/resources/blue-link/hyundai-
blue-link-overview.html

2012 & newer



Infiniti InTouch

https://www.infinitiusa.com/intouch/system-availability.html

2020 & newer



Jaguar InControl

https://www.jaguar.com/incontrol-global/index.html

2016 & newer



Land Rover InControl

https://www.landroverusa.com/ownership/incontrol/index.html

2016 & newer



Lexus Link

https://www.lexus.eu/owners/about-my-lexus/lexus-link-connected-
services

2020 & newer



Lincoln Connect

https://www.lincoln.com/support/how-tos/lincoln-way-app/lincoln-
connect/how-does-lincoln-connect-work/

2018 & newer



Maserati Connect

https://www.maserati.com/us/en/ownership/maserati-connect

2021 & newer



Mazda Connected Services

https://mazda.custhelp.com/app/answers/detail/a_id/189/~/what-is-
mazda-connected-services%3F

2021 & newer



Mercedes Me Connect

https://www.mbusa.com/en/legal-notices/connected-vehicle

2015 & newer



Mitsubishi Connect

https://www.mitsubishi-
connect.com/en/SafeguardRemote/Manual/eclipse-

cross_US/contents/tp_04_FAQ.html

2022 & newer



Nissan Connect

https://www.nissanusa.com/connect.html

2020 & newer



OnStar

https://www.public-safety.onstar.com/emergency-situations/

2014 & newer
Buick, Cadillac, Chevrolet, & GMC 



Porsche Connect

https://www.porsche.com/usa/connect/

2017 & newer



SiriusXM Radio



SiriusXM Connected

https://www.siriusxmcvs.com/

2016 & newer
Chrysler, Dodge, Fiat, & Jeep



Stellantis

https://www.stellantis.com/en/technology/intelligent-vehicles

2016 & newer
Dodge Ram Trucks



Subaru StarLink

https://www.subaru.com/vehicle-info/subaru-starlink.html

2018 & newer



Tesla Premium Connectivity

https://www.tesla.com/legal/contact - Click Gov’t & LE Inquiries

2012 & newer

https://www.tesla.com/legal/contact


Toyota Connected Services

https://www.toyota.com/connected-services/

2020 & newer



Volkswagen Car-Net

https://carnet.vw.com/#/home

2020 & newer



Volvo Connected Car

https://www.volvocars.com/us/own/connected-car

2018 & newer



Third Party Vehicle Data 







Usage Based Vehicle Insurance 
(Device Physically Installed In Vehicle)



Vehicle OBD-II Port

• On-Board Diagnostics II

• On-Board Computer that 
monitors speed, engine 
parameters, emissions, and 
other vehicle data

• Usually located under the 
driver’s side dash



Usage Based Vehicle Insurance (Smart Phone App)



How to find out who the insurer is

• Check with the bank or financing company

• Check with the State DMV (many states are now 
online with insurance companies and import vehicle 
insurance data directly into State systems)

• National Insurance Crime Bureau (NICB) 
https://www.nicb.org/law-enforcement



Lien Holder / “Tote The Note” Trackers

• Many lien holders will place 
discrete vehicle trackers on 
vehicle to recover them in case 
of non-payment.

• Trackers usually check-in every 
12 hours or 24 hours.

• Most of the time these lien 
holders are cooperative with law 
enforcement.



Rental Car Companies

• Most large rental car 
companies have vehicle 
tracking capabilities.  
These may not be real-
time and may only check-
in every 12 to 24 hours.

• Airport Police can often 
help with local law 
enforcement contacts for 
most rental car 
companies.



Hertz, Dollar, & Thrifty Rental Car Law Enforcement Contact

Hertz Corporation
Attn: Legal Dept
8501 Williams Rd, 3rd Floor
Estero, FL 33928

Email: subpoena@hertz.com

Global Corporate Security Phone (24/7): 
800-654-5060 (LE Only)

mailto:subpoena@hertz.com


Budget & Avis Rental Car Law Enforcement Contact

Avis Budget Group
6 Sylvan Way
Parsippany, NJ 07054

Email: 
subpoena.compliance@avisbudget.com

Security Desk Phone (24/7): 
800-533-9056 (LE Only)



Enterprise Rental Car Law Enforcement Contact

EAN Holdings

600 Corporate Park Dr

St. Louis, MO 63105

Security Desk Phone (24/7): 

866-279-2060 (LE Only)

Enterprise only retains GPS data and tolling 
transactions for a 14-day period and then it is 
deleted.  They will honor preservation letters.



Law Enforcement Vehicle Trackers



Cellular Capable Vehicles



Step 1:  Check to see if the vehicle manufacturer 
is one of the following:

2018 & newer

2019 & newer

2018 & newer

2021 & newer

2018 & newer

2016 & newer
Chrysler, Dodge, Fiat, & Jeep

2018 & newer

2014 & newer
Buick, Cadillac, Chevrolet, & GMC 2017 & newer



Step 2:  Check with AT&T for cellular service 
https://www.att.com/plans/in-car-wifi/



Enter the VIN of the target vehicle



This vehicle has cellular capabilities, contact AT&T



If your vehicle was not on the previous list, it is still 
supported by AT&T.  Unfortunately, with these 
manufacturers you cannot run the VIN directly to 
confirm cellular connectivity.  You will need to obtain the 
IMSI and/or IMEI.
• Alfa Romeo – 2018 and newer

• Audi – 2016 and newer

• BMW- 2016 and newer

• Infiniti- 2020 and newer

• Jaguar- 2016 and newer

• Land Rover- 2016 and newer

• Lexus- 2020 and newer

• Maserati- 2021 and newer

• Mitsubishi – 2022 and newer

• Nissan- 2020 and newer

• Porsche- 2017 and newer

• Toyota- 2020 and newer

• Tesla – 2012 and newer



These manufacturers are supported by Verizon Wireless

https://www.verizon.com/od/prepaid/bring-your-own-device/?connectedCar=true#/checkDevice

2018 & older



These manufacturers are supported by T-Mobile

2019 & newer 2016 & newer



AT&T Spark – In-Vehicle Wi-Fi

• Tracks the location of the vehicle

• Logs vehicle health

• Impact detection

• Provides in-vehicle Wi-Fi

• Not searchable by VIN



T-Mobile SyncUP DRIVE

• Tracks the location of the vehicle

• Logs vehicle performance

• Provides in-vehicle Wi-Fi

• Not searchable by VIN



MetroPCS Smart Ride – In Vehicle Wi-Fi



Verizon Vehicle

• Allows non-supported 
vehicles to have cellular 
connectivity, Wi-Fi 
connectivity, and voice 
calling.

• Plugs into the OBD2 port 
on the vehicle.

• Not searchable by VIN.



There are many versions of cellular based 
in-vehicle Wi-Fi adapters



Event Data Recorder (Black Box)



Event Data Recorder (EDR)

• These devices record are intended to only 
record safety related data when an “event” 
occurs.

• Some EDRs were installed in vehicles back 
to 1998 but have never been formally 
required by NHTSA rules.

• EDRs are voluntarily installed on over 85% 
of vehicle manufactured today.

• The U.S. federal Driver Privacy Act of 2015 
stated that the owner or lessee of a motor 
vehicle is the owner of the data collected 
by the EDR. 



Event Data Recorder (EDR)

• These devices record various data, 
such as:

• Braking Status
• Speed 
• Steering Angle
• Seat Belts Buckled or Unbuckled
• Cruise Control Status
• Engine Speed / Throttle Position
• Air Bag Deployment
• Force of Impact

Usually include about 2 minutes of 
data and will not include any type of 
location data.



Event Data Recorder (EDR)

• Downloading of the EDR can 
be done with specialized 
equipment and software.

• Contact your State Highway 
Patrol of the National 
Highway Traffic Safety 
Administration (NHTSA) for 
assistance with 
downloading EDR data. 



Vehicle Digital Forensics



Vehicle 
Forensics

Berla.co

Vehicle 
Digital 

Forensics



iVE - Vehicle Digital Forensics for
Telematics and Infotainment Systems

Initial Cost: $10,500 + shipping
Annual Renewal: $3,250
Training: $4,500

This is not an endorsement, however 
Berla is a sole-source provider



Why focus on vehicles?

• We may not have the phone, but even if we do have 
the phone there are encryption issues.

• We can’t always rely on cell site data for precise 
accuracy.  We would normally only have a general 
area the device was in.

• Berla can bridge the gap!



Typical Scenarios

• I know he drives to Atlanta to get his drugs, but I don’t 
know exactly where he goes.

• The suspect drove off and dumped the body but 
turned off their cell phone.

• The vehicle was involved in a hit and run. 







Infotainment

• The combination of information
entertainment

• Connects the occupants to their digital 
world

• Provides information on vehicle 
performance, schedule maintenance, 
and current status

• Generally interacts directly with 
occupants and is main focal point



Telematics

• The integration of telecommunications 
and information 

• Basically wireless connectivity, usually 
Vehicle to Infrastructure (V2I) or Vehicle 
to Vehicle (V2V)

• Facilitates requests to/from 
infotainment system 



Key FOB data

• BMW and Audi store the most user data in 
key fobs

• Brand information, Transponder Type,
HITAG Family, Key ID, Key Type, Key
Number, Immobilizer Type, Remote 
Frequency, VIN, Key Status, Vehicle 
Mileage, CryptoKey, Last Time in Vehicle, 
Fuel Level, Coolant Temperature, Outside 
Temperature, Battery Voltage, Exterior 
Color, Interior Color



Connected 
Devices

Identify devices that have
been connected to a vehicle
via Wi-Fi, Bluetooth and/or

USB, and all of the data 
associated with those 

devices

Location
Data

Recover location data and 
navigation information such as 

tracklogs, saved locations, 
active routes and previous 

destinations

Vehicle 
Events

See events associated with a 
vehicle such as doors 

opening/closing, lights turning 
on/off, locations and timestamps



Media
Custom USB cable to 
connect to one of the 

USB ports in the center 
stack of the vehicle

Diagnostic
Diagnostic port located 

under the steering column 
or near the driver’s side of 

the dashboard

Direct
Remove the target 

system, disassemble it 
down to the PCB level and 

connect directly into it



Bluetooth
Connections

• BT MAC addresses

• Connection times

• Device phone number

• Phone type

• Phone OS



Device Call 
Logs

• Multiple versions of 
the call logs are kept 
from a phone

• Includes incoming 
outgoing and missed

• Call times normally
come from the mobile
phone



Device 
Contacts
• Multiple versions of 

the contact list are 
kept from phone

• Full contact
information
downloaded

• Including contact card 
photos



Navigation 
Tracklogs

• Breadcrumb trail of 
everywhere the 
vehicle has been

• Recorded at one-
second intervals



Vehicle Events
• System log files that 

are recording different 
events taking place 
throughout the 
vehicle

• Examples: doors 
activity, gear shifts, 
hard braking, wheel 
slip, odometer 
readings, phone calls, 
system reboots



Vehicle Events
• Event type: Doors

• Shows the time and
location of which door 
was opened or closed



Vehicle Events
• Event type: Gear shifts

• Shows which gear the 
user shifted the 
transmission into, 
along with time and 
location



Vehicle Events

• Event type: Odometer 
Reading

• Shows the time and
location for when and 
where the odometer 
reading was recorded



Event Patterns
• Combining events and 

tracklogs allows an 
examiner to quickly 
see what happened 
during a specific trip

• Pattern of life for the 
vehicle’s users can be 
determined by looking 
for commonalities 



IVE Ecosystem



IVE Ecosystem

• iVe is a collection of tools that support
investigators throughout the entire vehicle 
forensics process

• iVe currently supports the acquisition and
analysis of over 14,000 vehicles

• Brand include Audi, BMW, Buick, Cadillac, 
Chevrolet, Chrysler Citroen, Dodge, FIAT, Ford, 
GMC, Holden, Hummer, Infiniti, Jeep, 
Lamborghini, Lexus, Lincoln, Maserati, 
Mercedes, Mercury, Nissan, Opel, Peugeot, 
Pontiac, RAM, SRT, Saturn, Seat, Skoda, Toyota 
and Volkswagen



Mobile Applications
• Vehicle Lookup Tool
• Obtainable Data Types
• Identification Guides
• Removal Walkthroughs
• Acquisition Instructions

Hardware Kit
• Trim Removal Pry Tools
• System Removal Tools
• Device Interface Boards
• System Interface Cables
• Portable Power Supplies

Desktop Software
• Raw Data Analysis Tools
• Advanced Data Parsing
• Custom Report Builder
• Multifaceted Data Filtering
• Complex Search Capabilities



IVE Software
iVe Desktop is a Windows based application. It is 
the workhorse of the iVe ecosystem and is used for 
all acquisitions. It is used to parse data, recover 
deleted information and view raw file systems. iVe
Desktop includes a full suite of analysis and 
reporting tools to include mapping, data export, 
search, and timeline analysis. 

• Raw Data Analysis Tools
• Advanced Data Parsing
• Custom Report Builder
• Multifaceted Data Filtering
• Complex Search Capability



IVE Hardware

The iVe Toolkit is a collection of specially 
developed interface boards and cables used to 
acquire various supported vehicle systems. The 
toolkit includes tools to help remove the systems 
from a vehicle when required. The interface 
boards and cables are used in conjunction with 
the iVe software to acquire the data.

• Trim Removal Pry Tools
• System Removal Tools
• Device Interface Board
• System Interface Cables
• Portable Power Supplies



IVE Mobile

iVe Mobile allows investigations to identify 
vehicles supported by iVe, determine which 
systems are installed, know what data can be 
retrieved, and how to acquire the data – all prior 
to taking action. It provides instructions for 
locating and removing vehicle systems, and it lets 
investigators monitor the progress of long-running 
acquisitions

• Supported Vehicle Lookup Tools
• System Identification Guides
• System Removal Instructions
• Available System Data



Getting Started

Download the Mobile App and create 
an iVe mnAccount to identify supported 
vehicles and systems in your 
investigations

Enter Berla or iVe Mobile



Case Study Involving
Vehicle Digital Forensics



Vehicular Homicide and Hit-and-Run
July 03, 2018

• Two vehicles, fatal head-on collision with suspect fleeing on foot 

• One vehicle was on the wrong side of the road (divided highway)

• Roadway evidence

• 911 call

• Call detail records with cell site/sector

• Text message content

• Event data recorder (EDR / black box)

• District Attorney says “I want more.  I want to know where he got 
on highway going the wrong way.”



Suspect Vehicle – 2016 Ford F-150 Pickup Truck























Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Suspect’s Friend’s 
Residence







Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Suspect’s Friend’s 
Residence





Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Overall Vehicle Track 
Near Crash Site



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

60.5 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

32 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

1.6 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

1.6 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

33.4 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

57.7 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

67.9 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

71.5 mph

Crash Site



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Crash Site

65.3 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Crash Site

46.5 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Crash Site

63.8 mph

Hard Braking Events



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Final Location of 
Vehicle After Crash

0 mph



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Final Location of 
Vehicle After Crash

0 mph



Suspect Vehicle – 2016 Ford F-150 Pickup TruckCellular Device Connection Log; Able To Tie 
Vehicle to Suspect’s Cell Phone via Serial Number

Crash Site



Suspect Vehicle – 2016 Ford F-150 Pickup Truck

Overall Vehicle Track
(In Purple)

Suspect’s 
Friend’s 
Residence

Crash Site



Vehicle Video Recording 
Systems / Devices



Vehicle Video Recording Systems 
and Devices

• Many vehicle manufacturers are 
now including vehicle video 
recording systems to help owners 
protect their vehicle against 
vandalism and liability claims.

• Even vehicles that do not come 
with video recording systems may 
have after-market systems that 
may contain valuable evidence.



Vehicle Video Recording 
Systems and Devices

• Walking through a parking lot while 
investigating a crime may yield 
several of these vehicles that have 
excellent surveillance video.

• These videos are often superior to 
store or parking lot cameras as the 
they are closer to the suspects and 
often have very high-definition 
cameras.



After Market Surveillance Camera Examples



Cadillac – Surround Vision Recorder

• Available in model CT6 (2016-2020), CT5 (2020-2023), XT6 (2021-
2023), along with CT4, Lyriq, & Escalade (2023).

• Surround Vision Recorder utilizes 4 cameras, 1 on front grille, 1 on 
rear trunk lid, and 1 on each side mirror. 

• Continuously records when vehicle is disturbed, or motion is 
detected within 1 foot of the vehicle.

• Surround Vision Recorder footage is stored on an external SD card. 
The system is programmed to overwrite old data when no more 
space is available.  Overwritten data is non-retrievable.  

• Footage is typically stored in 5-minute video files.
• Resolution is high definition in 2020 and newer and is standard 

definition is vehicles prior to 2020.



Rivian – Gear Guard

• Available in all Rivian vehicles
• Gear Guard utilizes 5 cameras on the R1T Truck, 2 rear-facing on 

each side, 1 front, 1 rear, and 1 rear truck bed.  The R1S SUV has 
all the same cameras, except the rear truck bed camera.

• Continuously records when motion is triggered.
• Gear Guard footage is stored on an internal hard drive and can be 

exported to an external drive.  The system is programmed to 
delete data after 10 days.  

• Footage is typically stored in 30-second video files.
• Recording resolution is in high definition.



Tesla – Sentry Mode

• All Tesla models and versions August 2017 and newer
• Sentry Mode utilizes 5 cameras, 2 rear-facing on each side, 1 front, 

1 rear, and 1 interior.
• Continuously records when motion is triggered, and vehicle owner 

can view a live feed on their mobile device.
• Sentry Mode footage is stored on a user provider flash drive or 

external drive.  The system is programmed to overwrite old data 
when no more space is available.  Overwritten data is non-
retrievable.  

• Footage is typically stored in 10-minute video files.
• Resolution is 1280 x 980 at 30 frames per second.



Legal Demands and Resources



https://www.hawkanalytics.com/hawk-toolbox/



https://www.hawkanalytics.com/hawk-toolbox/Hawk Toolbox



Vehicle Search Warrants

• Draw a Nexus

• Any and All (Don’t Do It!)

• Date Ranges / Time Ranges

• Affidavit/Warrant Mirror



Search Warrant Templates



Course Closing



These investigations 
take a lot of work, but 
depending on your case 
it may well be worth it!



COURSE CLOSING 

•This is only the beginning to 
a long road of learning

•Never stop learning, this 
data can change daily

•Ask Questions



All of the redacted slides, website links, and other documents 
will be available for download at:

https://bit.ly/NCJTC-Connected-Cars

Password: NCJTC#1
(Type Exactly as Shown; The Link and Password are Case Sensitive!)



All of the redacted slides, website links, and other documents 
will be available for download at:

https://bit.ly/NCJTC-Connected-Cars

Password: NCJTC#1
(Type Exactly as Shown; The Link and Password are Case Sensitive!)



IoT ListServ and Other Trainings (https://ncjtc.org)



Questions?
info@ncjtc.org

www.ncjtc.org

(855) 866-2582



Post-Webinar Reminders

• A recording of this webinar will be available in 
the coming weeks at www.NCJTC.org. 

• Please complete the brief evaluation at the 
conclusion of this webinar. 

• A certificate of attendance will be sent to 
attendees within 2 weeks. 

http://www.ncjtc.org/


NCJTC Services & Opportunities

Visit www.ncjtc.org for additional training and technical 
assistance services, offerings and opportunities.

Watch your inbox for upcoming webinars and scheduled 
trainings! 
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