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Welcome! We will begin at 2 p.m. ET

* Please enable your speakers for audio.

* Itis always a good idea to close other windows while
viewing the webinar.

* To ask a question during the session, use the chat
tool to send a message to the moderator/host.

* At the end of the session, you will be directed to a
webinar feedback form.

* For problems during the webinar, please contact PGi
Technical Support at 888-569-3848.

K3 Like Us On Facebook @ OJIDPTTA
Learn About Upcoming Trainings and Additional Resources



https://www.facebook.com/ojjdptta/
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Webinar Tips

* To download a copy of the PowerPoint slides and other
pertinent handouts, use the Handout Pod in the upper
right-hand corner of your screen. Select the name of the
handout(s) you want and click the “Download File(s)” button.

* You must enable your computer speakers prior to entering
this event. If you are unable to hear the audio, try logging out,
turning on your speakers, and then logging back in. There is
no conference number associated with this event.

* |f you experience technical difficulties during the webinar,
please send a private chat message directly to the host.
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Adobe Platform Information

Chat Box — To send a chat message to the host, a panelist, or another attendee:

1) Click the menu icon in the upper-right corner of the Chat pod. Choose Start Chat With, and
then select Hosts, Presenters, or specific attendees. 2) Type your message into the text box.
3) Hit Enter or click the message bubble icon to send.

Handouts

Name
INC4YC Final Handout.docx

0JJDP FamEngage PowerPoint 2 11 13 Final2.pdf

Presenter Bios and Photos - February 13 Webinar.docx 1 MB

National Center for Youth in Custo

Welcome! We will begin at 2:00 p.m. ET

*Please enable your speakers for audio.

Download File(s)

Chat (Everyone)

°It is always a good idea to close other windows while
viewing the Webinar.

Liane Rozell: sean johnson, would love to discuss the family
engagement services you are talking about in Richmond. Please
email me at liane@f: .

MARK TOBIN: Thanks, everyone
Jennifer Marr: | just highlighte ans copied

*To ask a question during the session, use the chat
tool to send a message to the host.

Brian Schulz: Thanks all

Christina Hanna: It is not about coding. It is about making
connections. | would put my future on it. the connections are
there

*At the end of the session, you will be redirected to an
evaluation.

Rachel Loupe: Tracy... | can email it to you...
Sheila Pessinguia: when you highlight and copy, it doesn't include

*For problems during the Webinar, please contact
PGi Technical Support at 888-569-3848.
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If you are viewing as a group, please go to the chat window and type in the number of
additional people joining you today.
If you are viewing by yourself, there is no need to type anything at this time.
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Online Evaluation

Please take 5 minutes to complete the online evaluation, which
will be accessible at the conclusion of this webinar.
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Certificate of Attendance

Attendees will receive an automated thank you email with an
included Certificate of Attendance.
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Webinars on OJIDP’s Online University

OJIDP Online University

Offering cost-effective, cutting edge, on-demand training for the juvenile justice and delinquency prevention field

Quick Links
Webstes

Focus on OJJDP’s TTA Providers

The Natwonal Cery
Rarsrstar f

Find s Find ‘= 0JIDP Upcoming Events

Trainings Resources

Dec. 18, 2016 - Arbinger Train Develo -
Regester for upcoming or recorded everts nclodng Seacch for traseng and technical assistance (TTA) and Impl;nwmmq an Omwavdns-ndm e
Websnars, classroom tramengs, onine/self study and provadess, Jvende pustxce stakeholders, publcations, Hantsville. AL
blended kearnng courses webstes, vdeos, and cumculs and trameng materads from

POSE clrssrooem trarings Dec. 15, 2016 - Mentoring Immigrant Youth

Browse Trainings by Keyword Supportive Relationships for Newcomaer Youth

Browse Resourcos by Keyword
Dec. 15, 2016 - Embracing Youth Acthvism

This event will be archived on OJIDP’s Online University.
For the audio recording and support materials, visit www.ojjdpou.org



http://www.ojjdpou.org/
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Melissa Blasing
Region 2 Liaison
AMBER Alert Training and Technical Assistance Program
National Criminal Justice Training Center
Fox Valley Technical College

NCJTC LER-
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AMBER Alert Training and
Technical Assistance Program

Mission: To safely recover missing, endangered, or
abducted children through the coordinated efforts
of law enforcement, media, transportation, and
other partners by using training and technology to
enhance response capacities and capabilities and
increase public participation.
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Visit https://ncjtc.fvtc.edu/amberalert

N( I J I ‘ EXPLORE TRAINING DISCOVER ON DEMAND FIND RESOURCES

National Criminal Justice Tralning Cantar Browse categories and programs View elearning and recorded webinars Download or view digital assets
Fox Valley Technical College

AMBER Alert @
The AMBER Alert Training and Technical Assistance (T/TA) Praogram brings you a wide REQUEST
variety of training opportunities to improve the investigative response of local, regional, TRAINING

state, and tribal law enforcement to high risk victims, children in crisis and the .
Need custom training to

address your unigque
collaboration, improve skills, and develop effective policies and best practices to protect needs?

commercial sexual exploitation of youth. Through this program, you will increase
and safely recover missing, endangered, and abducted children. We can help.

AMBER Alert training courses can be hosted by local, regional, state and tribal law

LET'SGET
STARTED!
collabarate with your law enforcement, public safety and non-profit partners to identify

enforcement training academies, agencies, or organizations. We encourage you to

your training needs and bring training to your community.



https://ncjtc.fvtc.edu/amberalert
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The Impact of Social Media in
Missing Children Cases
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Objectives

e Understand what social media is.

* Review the most popular social media
applications.

* Discuss the potential evidence that may be
gathered from social media apps.
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Digital Evidence

* “Law Enforcement must not only be up to date, it
must stay up to date regarding new devices and
techniques in order to best assist investigations.”

 “Another examiner noted that digital evidence is as
important as firearms, fingerprints, and DNA.”

 “More cases are being solved on digital evidence than
any other type of evidence today.”

e How do you stay current?
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Social Networking Services

e Social media refers to the means of interaction
among people in which they create, share, and
exchange information and ideas in virtual
communities and networks.

e Social media sites depend on mobile and web-based
technologies to create these highly interactive
platforms.
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Social Networking Services (cont)

* Most social networking services (SNS) are
web-based and provide a means for users to
interact over the Internet.

* Today, most of those SNS also have apps for use on
smart phones and tablets.

* There are over 350 social networking sites.
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Social Media Scope and Scale

* 89% of teens use social media and 71% currently
have multiple profiles.

* 51% of teens ages 13-17 use social media sites daily.
* 71% of teens have a Facebook account.

8% of people in the U.S. ages 16-34 have been
turned down for a job because of their social media
content.
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Social Media Scope and Scale (ont)

* 47% of kids have looked up a website their
parents would disapprove of.

* Over 50% of kids, ages 10-17, have posted risky
comments or photos online.

* 22% of young people admit to using a mobile
device to hide their online behavior.
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Social Media Scope and Scale ont)

46% of children ages 10 to 17 have received a
message or picture their parents would
disapprove of due to sexual content.

70% of teens have hidden their online behavior.
53% of teens clear their browser history.

34% of teens hide or delete messages, photos,
or videos.
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Decoy Apps — Photo Vaults

* There are numerous apps used to hide content
on devices.

* Info hidden in these apps might be missed in
forensic exams.

* Can be used to hide photos, videos, documents,
texts, or emails.

* Could be used by criminals and terrorists.
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Poof e

Vaulty . 7 ( @) J

The Best Secret Folder Pjgg —
e My Utilities y-Calg

Hide it Pro R ——

Spy Calc and Smart Hide Calculator
Audio Manager
Hide It
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Password Encryption
e Passwords

— 4 number vs 6 number PINs
— Alpha-numeric
— Swipe gestures

e How do we get passwords?

— Ask owner of phone videos
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Mobile Apps

* Facebook

* Twitter

e Kik Messenger

* Snapchat
 WhatsApp

e Grinder/Scruff/Tinder
* VOIP/Text Plus
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Facebook

Monthly active users now total 1.79 billion.
Daily active users are up to 1.18 billion.
Monthly active mobile users up to 1.66 billion.

Daily mobile users now total 1.09 billion.

300 million photos are uploaded to the site each day — 250
billion total.

4.75 billion Likes and Comments are posted daily.
Available in more than 70 languages.
5 new profiles created every second.
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Facebook (cont)

Types of information available

User Neoprint

The Neoprint is an expanded view of a given user profile. It contains their current
profile information, and all wall postings and messages to and from the user that
have not been deleted by the user.

Neoprints are delivered in pdf format.

If a profile is changed or updated, deleted content is not retained, and cannot be
produced. Any messages or wall postings deleted by the user are not retained
and cannot be produced.

User Photoprint

The Photoprint is a compilation of all photos uploaded by the user that have not
been deleted, along with all photos uploaded by any user which have the user
tagged in them.

Photoprints are delivered in pdf format.

Deleted photos are not retained.
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Facebook.com/records
facebook 1% oo oreecen bome 32 3

Law Enforcement Online Requests

Request Secure Access to the Law Enforcement Online Request System

Facebook discloses account records solely in accordance with our terms of service and applicable law,

If you are a law enforcement agent who is authorized to gather evidence in connection with an official investigation, you may request records from Facebook
through this system,

[ 1 am an authorized law enforcement agent and this is an official request

Rectest Ao |
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Facebook.com/records (cont)
facebook "% poboreeden Home & ¢

Horme Preservation Feguest Records Request FAC Log Cut of System

Law Enforcement Online Requests

My Requests

You have no requests right now,

About Createan Ad  Create aPage  Developers  Careers  Privacy  Cookies  Terms  Help
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Facebook.com/records (cont,)
facebook ™ bobroonen ame Gz 4

Request Details

Internal Case Reference Number [?

Legal Process [?] | gelect One »
Nature of Case |7 | galact One +

Legal Process Signed Date [7] | 5130013 D

Request Due Date [7] /130013 [

Account Owner or Owners ") | Tyna the user ID, vanity URL or email address of each accaunt awner, then it Enter

Requesting Records Beginning [7] | /13,0013 D

Requesting Records Ending [7] | /13,0013 D

Documentation |”| please attach all relevant legal documents

Must be FOF, JPG, PG or other camman image formats

4+ Attach Another Document ‘
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ROGERS =

&3

® s Chelsea is typing... : : gy
» I've got a spare ticket to -
Denesgs - yRa it - When are you down to
sas ?
Corey Philips meet up?
D, See you then & =
v I'm going with jon, let's

Mike, Jon, Jenna, Faye ask him

, R
: h jon M has joined (invited by you)
Ashley Jacobs

» Are you coming out tonight?

% | when do you want to

Jenna Green
0, Did you see the trailer? It

looks so good.

. meet up?
Sam Harris &
» | just had coffee at a cool a . : -
place you would... l“ I'm in the middle of
something now but 9:30
Amber M s
R, See you tomorrow works =
- Great!
-t
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Kik Messenger (cont,)

e Kik is located in Waterloo, Ontario, Canada, and
as such is governed by Canadian law.

* Kik usernames are the only unique identifier to
identify an account and may include lower and
upper case letters and/or punctuation.
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Snapchat

* Snapchatis a smart phone app that provides a new way
to share photos and videos using the camera phone in
real-time.

 The user selects a preview time of 1-10 seconds.

e User can save in his/her phone or just send it via
Snapchat without saving it.

e User can send to another Snapchat user or to
a friend’s phone number.

&1

* The friend will have to download Snapchat in order to
see the picture or video.
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Snapchat (cont)

* Subscriber information
— Snapchat username
— Account creation date and time
— Email address (optional)
— Phone Number (optional)

Subpoena

Including grand jury subpoenas, administrative
subpoena or civil investigative demand pursuant to
18 U.S.C. § 2703(c)(2); court order issued in
accordance with 18 U.5.C. § 2703(d); or a federal
or state search warrant.

* Log of previous Snaps and Stories
sent and received
— Sender/Recipient

— Time sent, received, opened,
screenshot taken

— Type of content (image or video)

Court order

Pursuant to 18 U.S.C. § 2703(d) or a federal or
state search warrant.

* Content of unopened Snaps

— If less than 30 days old and not
opened by recipient

* Content of unexpired Stories

Search warrant
Federal or state search warrant.
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Sna pChat (cont.)

* Snapchat does not store any image or video data.

— Data is deleted immediately after the recipient
views the image or video.

* If an image or video has not been viewed by the
recipient, it remains on the Snapchat server for
30 days, after which it is deleted.
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Grindr App

e Geosocial networking app geared toward gay,
bisexual, and bi-curious men.

* Geolocation allows users to locate other men within
close proximity through a user interface that displays
a grid of users from nearest to farthest.

* Tapping on a picture will display a brief profile for that
user as well as the option to chat, send pictures, and
share one’s location.
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Grindr App (cont)

Problems seen by law enforcement
include:

* Robberies.

* Murders.

» Stalking.

* Exploitation.
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e Scruff
* Tinder
* Scissr

* Her

© ® Jens Bt idpa/Corbis
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WhatsApp

 WhatsApp Messenger is a cross-platform instant
messaging service for smartphones.

e Users can send text messages, images, video,
audio messages, and their location using
mapping features.

* Based in California with 55 employees.

* Purchased by Facebook in February 2014 for
$19 billion.
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WhatsApp (cont,

e 42 billion daily messages.

* 1 billion active users.

* 400 million photos shared each day.

* Voice calling feature - 100 million daily.
e Fully encrypted end-to-end.

* No content on Whatsapp servers.

WhatsApp |




OFFICE OF JUSTICE PROGRAMS @

Yo Office of Juvenile Justice
JJ and Delinquency Prevention

Working for Youth Justice and Safety

VoIP Apps

e Voice over Internet Protocol (VolP) is a methodology
and group of technologies for delivery of voice
communications and multimedia sessions (voice, fax,
SMS, and voice messaging) over the public Internet

rather than via the Public Switched Telephone
Network (PSTN).

* Many VolIP services have apps available on common
cell phones (Google Voice, Skype, WhatsApp).
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VoIP AppS (cont)

* Periods of void in usage records could
indicate usage of:

— WiFi connection (home, work, cafe, etc.).

— VolP applications on the phone.
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GeoTagging

 GeoTagging is the process of adding geographical
identification metadata to various media such as
photographs, video, websites, or SMS messages.

* This data usually consists of latitude and
longitude coordinates, and may include the date
and time a picture was taken as well as the type
of camera that took the picture.
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G EOTaggi ng (cont.)

* This data is stored in the Exchangeable Image File
Format (EXIF) within the image.

 Opanda is a free online EXIF reader.
e Exifdata.com is an online reader.
 ExifTool is another downloadable reader.

* Numerous EXIF readers are in the Google Play
store and the Apple App store.
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G EOTaggi ng (cont.)

* Google Earth will read the EXIF data and overlay
the picture onto the map, showing the location
where it was taken by longitude and latitude.

* Facebook will rip the EXIF data for safety, but will
still have the original picture that was uploaded,
which may have the EXIF data intact.

* Facebook uploads 350 million photos per day.
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Stephan Cox Case

e Stephan Cox of Columbus, Ohio, was awaiting trial for
unlawful sexual intercourse with a minor in that state,
when he enticed 14-year-old Ruby Contreras of North
Richland Hills, Texas, to accompany him to Mexico.

* Cox had lured both girls via Kik Messenger.

 He had other girls “in the wings” via Internet
relationships.

 He had planned his travel and stay in Mexico as a
contingency plan if he needed to flee the U.S.
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Stephan Cox Case (cont)

* Cox travelled to Texas via bus where he met Ruby in
front of her middle school.

 The two travelled to El Paso where they subsequently
passed into Ciudad Juarez, Mexico.

YOU HANE INFO
(f\' Ll Criminal fn\'c'.q(."g‘:'?‘f%

PALOMA DUNTRERAY
i 'm (W!Agol\u’um

Wizl |
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Stephan Cox Case (cont)

* Ruby told police she was abducted and then repeatedly
sexually assaulted by Cox, a man almost twice her age.

* She confirmed that she had met Cox online and thought
they were going to be boyfriend and girlfriend.

* Cox approached her while she was on Kik, a cellphone
messaging app popular with teens.

* Contreras and Cox later exchanged telephone numbers
and sent pictures to each other, some of which were
suggestive.
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Stephan Cox Case (cont)

Stephan Andrew Cox
sentence:

* 50 yearsin prison in Texas
on the kidnapping charge.

e 25 years for two sex assault
counts.
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Robert Breeden

Associate
National Criminal Justice Training Center

=<
National Criminal Justice Training Center
Fox Valley Technical College
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Digital Evidence Course

N( I ] I ‘ EXPLORE TRAINING DISCOVER ON DEMAND FIND RESOURCES

National Criminal Justice Tralning Cantar Browse categories and programs View elearning and recorded webinars Download ar view digital ass
Fox Valley Technicsl College

Digital Evidence Investigations @
Mar 28-30, 2017 | Franklin, WI| Classroom ooe

- o . . . , REQUEST
Improve capabilities to conduct digital evidence preservation, collection, and analysis.
Understand the role this type of digital evidence plays in child abduction, exploitation, TRAINING
and child sex trafficking cases. Need custom training to

address your unigue

v
& Print flyer . needs?
No Fee Register We can help.
B2 View schedule
LET'SGET
STARTED!
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Statistical References

e www.pewinternet.org/2015/04/09/mobile-access-shifts-social-media-use-and-
other-online-activities/

« www.commonsensemedia.org/sites/default/files/research/socialmediasociallife-
final-061812.pdf

* https://ondeviceresearch.com/blog/facebook-costing-16-34s-jobs-in-tough-
economic-
climate?utm source=On+Device+Research+newsletter&utm campaign=060ael?2
252-
YPCC Index May 20135 22 2013&utm medium=email&utm term=0 9d4e76b
b4b-060ae12252-3301288894#sthash.F2xfgFzu.bZ1bbqgZV.dpbs

» www.mcafee.com/us/resources/reports/rp-digital-deception-survey.pdf

* http://newsroom.mcafee.com/press-release/70-teens-hide-their-online-behavior-
their-parents-mcafee-reveals-what-us-teens-are-rea



http://www.pewinternet.org/2015/04/09/mobile-access-shifts-social-media-use-and-other-online-activities/
http://www.commonsensemedia.org/sites/default/files/research/socialmediasociallife-final-061812.pdf
https://ondeviceresearch.com/blog/facebook-costing-16-34s-jobs-in-tough-economic-climate?utm_source=On+Device+Research+newsletter&utm_campaign=060ae12252-YPCC_Index_May_20135_22_2013&utm_medium=email&utm_term=0_9d4e76bb4b-060ae12252-330128889#sthash.F2xfgFzu.bZ1bbqZV.dpbs
http://www.mcafee.com/us/resources/reports/rp-digital-deception-survey.pdf
http://newsroom.mcafee.com/press-release/70-teens-hide-their-online-behavior-their-parents-mcafee-reveals-what-us-teens-are-rea
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Webinars on OJIDP’S Online University

OJJIDP Online University

Offering cost-effective, cutting edge, on-demand training for the juvenile justice and delinquency prevention field

rw
o"

Drterding Famty and Youth wpportiy soaul
Quick Links Focus on OJJDP’'s TTA Providers
Websnes The Natwnal Center for Masmng & Daplotted wdren
Gang Resmstar P <
e Beovree ab X Beovene ol

Traswngs Resoucos H
Find Find OJIDP Upcoming Events
Trainings Resources
Re m«w upcoming or recorded everts nchadng Search for traning and technical assistance (TTA ?f:.u:\splm. 20'6,{:.;”‘;’3’;:‘:;‘;"3'“3::%9«« -

assroom tramengs, onbine/self study and ncdess, Jner .-N..- stakeholders, .-xt. .|l-tr., e AL
N-x N l—\uln Courses. w{v,l»-s vtdv\)) and cumculs and trameng materals from
clrssrocen trvining 1 Dec. 15 '.‘om - Mentoring Immigrant Youth
Browse Trainings by Keyword

Supportive Relationships for Newcomaer Youth
Browse Resourcos by Keyword

Dec 15, 2016 - Embracing Youth Activism

This event W|II be archived on OJIDP’s Online University.
For the audio recording and support materials, visit www.ojjdpou.org
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AMBER Alert Training and
Technical Assistance Program
https://ncjtc.fvtc.edu/amberalert
877-71-AMBER (877-712-6237)
askamber@fvtc.edu

J
National Criminal Justice Training Center
Fox Valley Technical College



https://ncjtc.fvtc.edu/amberalert
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Office of Juvenile Justice and Delinquency Prevention (OJIDP)
WWwWWw.ojjdp.gov

OJIDP’s National Training and Technical Assistance Center (NTTAC)
1-800-830-4031
ojjdptta@nttac.org
www.nttac.org

A PROGRAM OF t
the Office of
Juvenile Justice and

Delinquency Prevention | NationalTraining & Technical Assista

I LIKE Us On Facebook @ OJIDPTTA
Learn About Upcoming Trainings and Additional Resources



http://www.ojjdp.gov/
mailto:ojjdptta@nttac.org
http://www.nttac.org/
https://www.facebook.com/ojjdptta/
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Points of view or opinions expressed in this
webinar are those of the presenter(s) and
do not necessarily represent the official
position or policies of OJIDP or the
U.S. Department of Justice.
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Online Evaluation

Please click on the link below to complete the online evaluation:
www.research.net/r/7HYRR39
Thank youl!
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